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Abstract

Fallback authentication is the backup authentication method used when the primary
authentication method (e.g., passwords, fingerprints, etc.) fails. Currently, widely-deployed
fallback authentication methods (e.g., security questions, email resets, and SMS resets) suffer
from documented security and usability flaws that threaten the security of accounts. These
flaws motivate us to design and study Geographical Security Questions (GeoSQ), a system
for fallback authentication. GeoSQ is an Android application that utilizes autobiographical
location data for fallback authentication. We performed security and usability analyses of
GeoSQ through an in-person two-session lab study (n=36, 18 pairs). Our results indicate
that GeoSQ exceeds the security of its counterparts, while its usability (specifically login
time) has room for improvement.

1 Introduction

Authentication mechanisms (e.g., passwords, biometrics, PINs, etc.) play a critical role in
securing our accounts and devices against unwanted access and intrusions. However, our primary
means of authentication fail when we forget our secrets (e.g., passwords or PIN) or when our
biometric measurement is malfunctioning (e.g., from a cut on your finger tip). These failures of
authentication mechanisms motivate the urgency of backup/ secondary authentication, usually
referred to as fallback authentication, for the users to gain access to their accounts or devices.

The most popular fallback authentication methods are security questions, email resets, and
SMS resets. Security questions (or personal knowledge questions) are often in the form of
predefined questions (e.g., what is the color of your first car?). For fallback authentication, the
users’ answers to these questions must match his/her answers provided at registration time. Some
other popular fallback authentication methods use other communication channels such as email
or phone to send a link or PIN for password reset. These fallback authentication methods suffer
from security flaws that compromise the security of our accounts and devices.

Security questions are easy to guess by an adversary [1]. Email resets rely on the security
of the email account for all other accounts. This makes the email account a point of attack
because if the email is breached then so are many other accounts (avalanche effect) [2]. Email
resets also exhibit some usability problems specifically when users don’t have access anymore
to their preset recovery email [2]. SMS resets have similar issues, and also are prone to attacks
on telecommunication protocols [3]. These three fallback authentication methods (i.e., security
questions, email resets, and SMS resets) are also vulnerable to the known adversary attack. The
known adversary is any individual with first-hand knowledge of a potential victim and/or elevated
access to a potential victim’s devices, who uses these privileges with malicious intent. The known
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adversary can easily guess the answer to the security questions or gain access to a potential
victim’s devices in order to initiate the fallback authentication process such as an email or SMS
reset.

These security flaws in widely-utilized fallback authentication methods motivate us to explore
alternative fallback authentication methods. We specifically investigate the usability and security
of GeoSQ (Geographic Security Questions) as a means of fallback authentication. In GeoSQ, users
are expected to answer a sequence of autobiographical location questions (e.g., where were you
on the 18th of December at 4:00 PM?) by clicking on a digital map. GeoSQ attempts to address
some of the aforementioned security flaws such as the easy guessability of security questions, the
avalanche effect vulnerability in email resets and SMS resets, and attacks on telecommunications
protocols.

We investigate the security and usability of GeoSQ through a user study that spanned two
sessions over 7-11 days with 36 participants.

From a security perspective, our results indicate that GeoSQ is resilient to throttled online
guessing attacks, and phishing attacks. However, GeoSQ is not resilient to the known adversary
threat due to the predictability of locations by known adversaries. The large key space of
294:25, offered by GeoSQ, makes it very difficult to conduct a successful throttled online guessing
attack (see Section 5.1). When compared to the security of security questions, email resets,
and SMS resets, GeoSQ offers improved protection against several threats including phishing
attacks, throttled online guessing attacks, and unthrottled guessing attacks (see Appendix A for
a comparison).

From a usability perspective, GeoSQ needs improvement in several key metrics. The average
login time for participants is about 5 minutes and 50% of questions were answered correctly. The
long login time and the frequency of errors is a point of concern when compared to currently
utilized fallback authentication. Security questions have a high failure rate of 39% [1], while
email resets and SMS resets have lower failure rates (25% and 19% respectively) [4, 5]. These
three authentication techniques also offer quicker login times (34 seconds for email resets, 98
seconds for SMS resets, and 16 minutes for security questions [5].

Our study and investigation has shed light on important future work to make GeoSQ more
usable while still maintaining its security. To address memorability concerns in GeoSQ, one
promising direction is to detect significant personalized events for each user, and tailor location
security questions towards such events. However, the selection of such events needs careful
investigation as those events need to be memorable yet not easily guessable by an adversary. By
addressing the remaining usability issues of GeoSQ, it may be a viable alternative to widely-
deployed fallback methods which suffer from documented security and usability flaws.

2 Related Work

The most popular methods for fallback authentication are security questions, email resets, and
SMS resets. Autobiographical authentication has also recently attracted attention as a viable
alternative [6, 7, 8]. We first review the literature on these methods while highlighting some of
their current security and usability shortcomings. We then review some primary knowledge-based
authentication frameworks and research which influence the design and development of GeoSQ.

Security Questions. In this class of fallback authentication, also known as personal knowledge
questions, users are expected to recall their preset answers to security questions that set by a
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verifier or themselves. Just et al. [9] found that answers to security questions are low in entropy,
and consequently easy-to-guess, despite verifiers’ attempts in guiding users in creating more
difficult-to-guess answers to security questions. Evaluating a leaked set of 3:9 million answers to
security questions, Golla et al. [1] confirm similar results where users’ answers were easy to guess.

Bonneau et al. [4] performed usability and security analyses of security questions. They
discovered that 40% of users failed their password recovery attempts through security questions,
and 37% users attempted to make their answers less guessable by adding a word to the beginning
or end of the answers. This often had the opposite security effect as noted by Golla et al. [1].

Email Resets. Email resets rely on a pre-enrolled email through which a verifier sends a reset
link or a verification code for password reset. Garfinkel [2] studied the usability and security of
email resets. Email resets make the email a single point of attack, because if the recovery email is
compromised many other accounts are easily compromised. Email resets suffers from a usability
issue with the loss of the recovery email, as this loss would complicate the fallback authentication
process [2].

Guri et al. [10] performed an analysis on account recovery techniques for popular social
networking and email platforms such as Facebook, Gmail, and Twitter. It is shown that rogue
applications in a mobile environment can request access to sensitive resources such as email, thus
giving an attacker the capability of snooping on email resets.

SMS Resets. SMS resets rely on a pre-enrolled phone number in order to send a reset link or
a verification code to the user. It haa been shown that the channel of communication (cellular
network) for SMS resets is susceptible to snooping attacks [11, 12] and flaws in telecommunication
protocols [3]. Snooping attacks via the utilization of an IMSI catcher can compromise the contents
of an SMS message [12, 11].1 Also, flaws in telecommunications protocols such as SS7—a protocol
for letting telecommunication companies share billing information—allows attackers to intercept
call and SMS data [3]. Publicly available tools [13] can be utilized to exploit flaws in the SS7
protocol. Both IMSI catchers and flaws in telecommunication protocols put SMS resets at risk of
interception. In addition to these vulnerabilities, Guri et al. [10] noted that rogue applications
can request access to SMS. Thus, SMS reset codes or even reset links can easily be comprised
using such rogue applications in a mobile environment.

Autobiographical Authentication. The aforementioned security and usability flaws have led
the investigation of alternative authentication techniques. Das et al. [6] performed a large study
on autobiographical authentication. Utilizing an MTurk study (n=70), 9 distinct categories of
autobiographical data were determined including location data from everyday activities. Another
online study (n=145) was run to assess the memorability of autobiographical data by assigning
memorability score to each autobiographical data type. The findings of these two studies helped
the development of MyAuth, an application that logs different types of autobiographical data and
queries the user about them. Through a field study (n=24), with 2147 autobiographical questions
asked, 1381 ( 64%) were answered correctly. It was found that location questions of “where were
you on <time>” were more likely to be answered correctly than app usage questions of “What
application did you use on <time>.” This was part of our motivation to further investigate
autobiographical location in GeoSQ.

1An IMSI catcher is also known as a Stingray is a device that mimics a cell tower and sends signals to target
phones to trick them into connecting to it and sharing information that should only be shared with a cell tower.
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Hang et al. [7] conducted research on 7 categories of autobiographical authentication data.
Their pre-study (n=19) showed that outgoing SMS, incoming SMS, and app usage questions are
the most promising in terms of memorability and repelling adversaries (accuracy = 92:8%, 79%,
and 70% respectively). Accuracy scores incorporate the total number of correct answers from
legitimate and incorrect answer from adversarial users over the total number of login attempts.
Recruited adversaries (n=19) were highly successful in guessing outgoing SMS and incoming
SMS questions (65%, and 61:4% respectively); however, adversaries were not highly successful
in guessing app usage (35%). The pre-study was followed up with a main study (n = 11)
participants were asked to bring along two adversaries (one socially close adversary and one
acquainted adversary). App usage had the strongest accuracy rating, followed by incoming and
outgoing calls (81:8 %, 72:7%, 72:7% respectively).

AlBayram et al. [8] conducted a field study (n=24) on 9 categories of autobiographical
authentication data. A monitoring application was utilized to log autobiographical data, and
participants were asked questions from the previous 24 hours for each category. It was noted that
autobiographical data has episodic memory, which tends to be more memorable in shorter time
spans [14]. The most promising categories of autobiographical data in terms of memorability
were incoming/outgoing call, and location data (0:76, and 0:69 respectively). As with Hang et
al. [7], two types of adversaries (strong vs. naive) were recruited to guess autobiographical data.
The adversaries obtained very low accuracy scores for incoming/outgoing calls (strong adversary
accuracy: 0:13, naive adversary accuracy: 0:0008). The accuracy scores for location questions
were 0:28 for strong adversaries and 0:038 for naive adversaries.

Both Hang et al. [7] and AlBayram et al. [8] investigate the threat of social insiders on their
proposed autobiographical authentication systems. Muslukhov et al. [15] empirically discerned
the frequency of unauthorised access to smartphones by insiders through a user study. We refer
to insiders as known adversaries to avoid confusion with the common utilization of the term
which refers to the threat of insiders within an organization [16].

This related work provides support that autobiographical data can be effectively utilized
to authenticate users. We developed GeoSQ with a focus on location-based autobiographical
authentication, based on the promising findings in the studies conducted by Das et al. and
AlBayram et al. [6, 8]. The memorability of location-based autobiographical questions was usable
[6, 8]. We added some features to our system to ensure enhanced security. Furthermore, when
evaluating GeoSQ for security, we ensured that we tested against the known adversary threat by
recruiting participants in pairs, because it was identified as a pertinent threat [15, 7, 8, 6].

Other Relevant Authentication Systems. Alphanumerical passwords are the most widely-
used method for primary authentication. However, recent research has detailed their usability
and security weaknesses [17]. Modern password crackers have been proven to be effective in
efficiently guessing a large number of passwords. Notable example of password crackers use
various artificial intelligence techniques such as Probabilistic Context-Free Grammar (PCFG)
[18, 19], Ordered Markov Enumerators (OME) [20], and Artificial Neural Networks (ANNs) [21].
These recent development in password cracking has motivated the investigation of alternative
primary authentication systems.

Graphical passwords have drawn considerable attention as an alternative for alphanumerical
passwords [22]. A well-studied class of graphical password is click-based graphical passwords
(e.g., PassPoints [23], Cued Click Points [24], and Persuasive Cued Click Points [25]). These
systems expect the users to choose and recall a sequence of points on a set of background images
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as their passwords. For usability issues, these systems authenticated users if their click-points
have acceptableerror margin to their selected points. Error margins are implemented through
the process of discretization [26, 27, 28]. The security of various passpoint-style graphical
passwords is studied [29, 30, 31, 32] which has motivated the development and design click-based
authentication systems on videos [33], and digital maps [34, 35, 36]. Among these systems,
map-based authentication systems (e.g., GeoPass and GeoPassNotes [35, 36]), are of relevance
to our work. GeoPass authenticates a user by setting a marker on a map, and GeoPassNotes
combines map-based authentication with text based authentication by authentication users
through a combination of a note and a marker on a map.

The memorability of geographical authentication systems that rely on digital maps like
GeoPass and GeoPassNotes is very high (97% and 100% respectively) after 1 week of setting
the credentials. The GeoPass results were validated in a separate study by Al-Ameen and
Wright [ 37]. Al-Ameen and Wright conducted a second study on GeoPass to determine the
e�ects of multiple password interference. The results shows that� 70% of users were able to
successfully authenticate, despite the multiple password interference e�ect [38]. Subsequently, a
third study was conducted on GeoPass where participants were asked to create a mental story
in the credential setting phase [38]. The results showed that creating a mental story reduced
failures due to interference e�ects to3:7% [38].

3 GeoSQ: Implementation and Design Decisions

We designed and developed a location-based fallback authentication system called Geographical
Security Questions (GeoSQ), a variant of previously-proposed autobiographical authentication
systems [8, 39].2 We analyse the security and usability of GeoSQ through an in-person user study
(see Section 4 and Section 5 for details).

GeoSQ is designed to run in the background with enabled location services to log unique
locations visited by the user. A location is consideredvisited if the user has stayed at least 5
minutes in that location. The uniquenessof locations is determined by checking if a location is400
meters away from any previously logged location.3 Locations are logged in GeoSQ by geographic
coordinates (latitude and longitude). When 10 locations have been logged, the user can be queried
about their unique visited locations in the following format: Where were you on thedd of mm at
t, where dd, mm, and t stands for speci�c day, month, and time, respectively (e.g., where were
you on the 14th of February at 4:00PM?). The user is then expected to navigate to a location
on the map and set a marker on the correct logged location. A response location is correct
if the marker is set within 200 meters of the logged location. For a successful authentication,
the user must answer 7 out of 10 location questions correctly. As shown in Fig. 1a, the user is
required to click the next button after answering a location question (i.e., dropping a marker
on the location). The user can change the selected location by using the remove button to �rst
deselect the location, and then dropping a marker on the new location. Lastly, users have the
ability to withdraw at any time and uninstall the application by clicking on the withdraw button.

Users can also switch between default map mode (see Fig. 1a) and satellite map mode (see
Fig. 1b), provided by the Google Maps API. Map navigation can be done either by dragging over

2GeoSQ is an Android application developed using Google Maps API [40].
3A 400 meter threshold was set to ensure that participants on a campus or a large building do not obtain

multiple location questions in the same vicinity, we utilized our own campus to generate this number as all of our
participants were a�liated with our university.
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