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Ontario Tech University

Abstract

Password managers offer a feature to randomly generate a
new password for the user. Despite improving account secu-
rity, randomly generated passwords (RGPs) are underutilized.
Many password managers employ nudges to encourage users
to select a randomly generated password, but the most ef-
fective nudge design is unclear. Recent work has suggested
that Safari’s built-in password manager nudge might be more
effective in encouraging RGP adoption than that of other
browsers. However, it remains unclear what makes it more
effective, and even whether this result can be attributed to
Safari’s nudge design or simply Safari users. We report on a
detailed large-scale study of Chrome users (n=853) aimed at
clarifying these issues. Our results support that Safari’s nudge
design remains more effective than Chrome’s among Chrome
users. By dissecting the elements of Safari’s nudge, we find
that its most important element is its default nudge. We addi-
tionally examine whether a social influence nudge can further
enhance the Safari nudge’s RGP adoption rate. Finally, we
analyze and discuss the importance of a nudge being noticed
by users, and its ethical considerations. Our results inform
RGP nudge designs in password managers and should also be
of interest to practitioners and researchers working on other
types of security nudges.

1 Introduction

Passwords remain the most widely-deployed form of au-
thentication over the Web. Users are expected to manage
and remember many passwords for many web services and
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accounts. To cope with remembering numerous passwords,
users resort to reusing passwords across different accounts,
leaving them vulnerable to credential stuffing attacks [20,43].
Password managers are one solution to this problem, as long
as users make use of their feature to generate and save a
random and unique password for each account [30]. Unfor-
tunately, these randomly generated passwords (RGPs) are
infrequently used (e.g., only 35% of Chrome users [51]). As
such, encouraging the use of RGPs in password managers is
an important method to improve users’ online security [27,32].
Popular web browsers (e.g., Chrome, Firefox, Safari, etc.)
have encouraged the use of RGPs at the time of password cre-
ation through nudging, without limiting user choices such as
typing their own passwords [1-3]." A recent study found that
Safari users are more likely to adopt an RGP than Chrome
or Firefox users [51], suggesting that the underlying cause
might be Safari’s nudge design. Despite being interesting,
this finding has raised many unanswered questions when it
comes to the adoption of RGPs: (Q1) Does Safari’s nudge
design remain more effective among users of another browser
(e.g., Chrome) or was it just that Safari users were more in-
clined to adopt RGPs? (Q2) Which design components of
Safari’s nudge (e.g., nudge types it employs) contribute to its
high RGP adoption rate? (Q3) Can we further extend Safari’s
RGP adoption rate by incorporating other promising nudging
techniques (e.g., social influence’)?

We evaluate these questions within a population of Chrome
users through a large-scale online study (n=853). Participants
were asked to register for an account to test a new e-commerce
website, during which we observed their interaction with a
browser-based password manager. We focus on browser-
based password managers to avoid overhead and issues with
installing standalone password managers. Each participant

"Nudging can broadly be defined as shaping the choice environment to
encourage the adoption of a specific choice over others, while not limiting
the possible choices [26].

2Social influence nudges, by providing descriptive information on other
people’s actions, give the impression that the desired action is approved and
accepted by other people [10].
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was assigned to one of six nudge design conditions described
in Section 3. We perform quantitative analyses on our server
logs to find which nudge design works best in terms of RGP
adoption rates. To understand users’ reasons for adoption
(or rejection) of RGPs, we perform a qualitative analysis of
users’ provided reasons for RGP adoption or rejection. Our
key contributions are:

* We provide evidence that Safari’s nudge design is indeed
more effective than Chrome’s. Zibaei et al. [51] only
tested Safari’s nudge on Safari users; we show the result
holds for Chrome users as well.

* We provide the first evaluation of the efficacy of Safari’s
nudge design elements. Our findings reveal that the de-
fault nudge, which automatically populates the password
field with a RGP, is the most important element.

* We find that our specific social influence nudge design
did not significantly improve the efficacy of Safari’s
nudge.

* We explore factors that might explain or contribute to the
efficacy of nudges in this study. Our findings confirm the
results of Zibaei et al. [51], in that they suggest that prior
experience using RGPs can have a significant impact on
users adopting RGPs.

* We perform a qualitative analysis of users’ reasons and
barriers to RGP adoption. Surprisingly, security con-
cerns are reasons for and against RGP adoption.

In addition to these contributions, our work sheds light
on the importance of whether a nudge is noticed by users.
In particular, our results suggest that noticeability is only
important for the efficacy of some nudge designs, and that
many designs do not take advantage of the attention they
draw. We discuss users’ reasons for still not adopting the
RGP even when they noticed the nudge. Our work provides
strong evidence for the effectiveness of default nudges to
encourage more secure user behaviors. We further discuss the
ethics of default nudges and argue that noticeability can be
an important design goal from an ethical perspective.

The remainder of this paper is organized as follows. Sec-
tion 2 describes related work. The methodology including
implementation details and nudge designs is described in Sec-
tion 3. We report and analyze the results in Section 4. We
discuss our findings in Section 5. Concluding remarks and
future work are discussed in Section 6.

2 Related Work

Password managers are critical solutions for storing and
suggesting secure passwords to users over the Web. However,
they are not widely-adopted or at least not used to their full
potential [32,33], partially due to some security and usability
concerns. We review the research findings on why password

managers are (not) adopted, relevant improvements proposed
for password managers, and relevant research on nudging.

2.1 Why Adopt Password Managers?

A growing body of research has focused on understanding
which characteristics of password managers and their users
contribute to their adoption. Ease of use has been reported
as the primary reason for password manager adoption [29];
this can relate to the save password feature [7], auto-fill, user
interface design, and ease of installation process [40]. Other
reported important features include reliable encryption meth-
ods and secure cloud backups of the passwords [28]. While
there may be different reasons to adopt password managers for
different user groups (e.g., based on gender [49]), in general,
it appears that cybersecurity knowledge plays an important
role in the adoption of password managers [24,25].

2.2 Barriers and Improvements

Numerous studies have examined user’s barriers to adopt-
ing password managers. A variety of obstacles have been iden-
tified, including lack of awareness [5,32,39], lack of knowl-
edge [5], complex user interface and terminology [5,40,41],
and lack of trust and transparency [5,7, 15,22, 33]. Security
concerns such as the risks of a single point of failure [32]
and unauthorized access to stored passwords [33] have also
hindered adoption. Some users also believe they do not have
many accounts to be worried about [32]. Additional rea-
sons for rejecting password managers include the burden of
installing standalone software and perceiving them as unnec-
essary security tools [7,8, 11].

Efforts to address these adoption barriers have focused
on minimizing users’ required actions [42], improving pass-
word manager user interfaces [9,42], recommending password
managers tailored to user requirements [6], introducing educa-
tional videos [38], and addressing password reuse issues [41].

2.3 Nudging

Nudging is a behavioral and decision-making technique
that influences people’s choices without mandating a specific
outcome. Nudging theory has been employed in a wide range
of human-computer interaction [10] and cybersecurity [52]
topics. Some notable examples in cybersecurity and privacy
applications involve joining a safe Wi-Fi network [50], mak-
ing a social post [48], trusting received emails [13], pass-
word meters [14, 16], and the problem of password creation
in alphanumerical passwords [36,37,45,47] and graphical
passwords [31,44]. Default nudges leverage individuals’ ten-
dency to choose the default option instead of considering
other alternatives; they have been shown to have a significant
effect on changing user behavior across a wide variety of do-
mains [17, 19]. Recently, it has been shown that some popular
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Password

8DrnCK-8j0ZRf-8Ri

Confirm Password

8DrnCK-8j0ZRf-8Ri

| Fade Highlight |

| Auto-Fill Visual

Strong Password

Chrome created a strong password for
this website.

This password will be saved to your Google Account
and will AutoFill on all your devices. Look up your saved
passwords in Google Chrome password manager. You
won't have to remember it.

Don't Use Use Strong Password

Strong Password

PwdField

Pop-up

Figure 1: Dissection of Safari’s nudge elements: (Left) PwdField is part of the nudge that modifies the password input field,
consisting of both Auto-fill and Visual elements. The visual elements are fading the tail of the auto-filled password to make it
appear longer and highlighting the password field in yellow. (Right) Pop-up provides a detailed message informing users about
the randomly generated password, where it is stored, and reinforcing that they won’t need to remember it.

web-browser-based password managers are more effective
than others in motivating their users to adopt RGPs, with
Safari being the most effective [S51].

Our work not only replicates recent findings on password
manager nudging [51], but also extends them by answering
several critical unanswered questions. Specifically, we inves-
tigate whether the high RGP adoption rate of Safari is due to
Safari’s nudge design or its users. Through a detailed analy-
sis of Safari’s Ul design elements, we identify and study the
specific components that contribute to its high RGP adoption
rate. Additionally, we propose and evaluate a social influ-
ence nudge enhancement for Safari, which has the potential
to further increase RGP adoption rates.

3 Methodology

Our main goal is to independently evaluate the efficacy
of Safari’s UI elements in nudging RGP adoption. Our sec-
ondary goal is to evaluate the effectiveness of social nudges
as an extension of Safari’s nudge. To also reproduce findings
that suggest Safari is the most effective in nudging RGPs [51],
we used a similar methodology and implementation as Zibaei
et al. [51]° but with a population of Chrome users only. We
collect quantitative data by collecting user interactions with
the password manager, and a post-study questionnaire where
participants were asked to answer some questions regarding
their actual behavior and intentions. Our study was reviewed
and approved by our institution’s Research Ethics Board.

3We have extended their implementation found at
https://github.com/rinoa25/Secure-Password-Creation-Nudge-Prototypes.

Table 1: Nudge types employed in UI design elements.
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Chrome’s Ul v /7
Autofill v v /7
Pop-up /7
Visual v v
Social Pop-up v v /7

3.1 Dissecting Safari’s Nudge

We implemented a version of Safari’s nudge design (see
Figure 1) for Chrome, in order to compare its efficacy to
Chrome’s nudge between samples of Chrome users. Safari’s
nudge design can be broken down into various Ul elements as
labeled in Figure 1. At the highest level, it has two main Ul
elements: the password field (PwdField) and the message box
(Pop-up). The password field can be further broken down into
two Ul elements: an auto-filled RGP (Auto-Fill) and visual
effects (Visual). The visual effects highlight the password
field to make it more visually striking and fade the last 6
characters of the suggested password to give the impression
of a long password with many characters.

The message box in Safari normally has the heading of

“Safari created a strong password for this website” and the

message of “This password will be saved to your iCloud

Keychain and will AutoFill on all your devices. Look up your

saved passwords in Safari Password preferences or by asking
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https://github.com/rinoa25/Secure-Password-Creation-Nudge-Prototypes

Table 2: Ul design elements for non-Chrome conditions.

Safari’s Ul Social
Conditions Autofill Visual Pop-up Pop-up
Safari v v v
PwdField v v
PwdField-No-Visual v/
Pop-up v
Safari-Social v v v v

Siri.” This message emphasizes convenience by “AutoFill”
and explains the storage place by “iCloud Keychain”, aiming
to educate users on the password manager’s functionality. The
security is highlighted by a “Use Strong Password” button
that users must select if they wish to accept the RGP. In
our implementation, we have slightly reworded the pop-up
message to be consistent with the fact it is running on Chrome
(and as such would be saved to the Google Account and can
be looked up on the Google Chrome password manager).

The UI elements of Safari as discussed here, as well as the
UI of Chrome, employ various types of nudges as described
in Table | and Section 3.3.

3.2 Prototypes and Conditions

We use a between-groups study design where each group
was in a separate condition that used one of the following
prototypes. Our prototypes were implemented on the Chrome
browser as it is the most popular web browser [4]. Many of the
prototypes implement a subset of the UI elements identified
in our dissection of Safari’s nudge (recall Section 3.1 and
Figure 1). The full list of conditions (or prototypes) and their
UI elements are summarized in Table 2 and described below:

* The Safari prototype simulates Safari’s nudge design
and interface on Chrome with a minor difference in the
wording of the pop-up text to customize it to Chrome:
“Chrome created a strong password for this website. This
password will be saved to your Google Account and will
AutoFill on all your devices. Look up your saved pass-
words in Google Chrome password manager. You won'’t
have to remember it” (see Figure 1). This prototype
includes the Autofill, Pop-up, and Visual UI elements.

e The PwdField prototype simulates only the PwdField
part of Safari’s nudge interface. It retains Chrome’s
informative messaging “Chrome will save this strong
password in your Google Account. You won’t have to
remember it.” (see Figure 2). This prototype contains
the Autofill and Visual UI elements.

e The PwdField-No-Visual prototype simulates only the
Autofill UI element of Safari’s nudge interface without
the visual effects (see Figure 3).

Password

9gzfwP-4WTTyS-p4( Strong Password

Chrome will save this strong password in your Google Account. You won't have
to remember it.

Confirm Password

9gzfwP-4WTTyS-p4( Strong Password

Figure 2: PwdField prototype simulates only the PwdField
part of Safari’s nudge interface.

* The Pop-up prototype simulates only the Pop-up UI
element of Safari’s nudge interface (see Figure 4).

* The Safari-Social prototype (see Figure 5) enhances the
Safari prototype with a social influence nudge. This
prototype is motivated by the success of social influ-
ence nudges in other contexts (e.g., online shopping)
[17,18,46]. We chose to investigate a social nudge due
to its promising results across a variety of fields [17, 18],
and also its absence in Safari’s nudge design. This pro-
totype includes the Autofill, Pop-up, and Visual UI ele-
ments from Safari’s nudge, and modifies the Pop-up to
include a social nudge in its text and buttons. The Social
Pop-up is a pop-up containing the message: “Chrome
created a strong password that will be saved and remem-
bered for you”, followed by “Join other users and be part
of the secure movement by using this strong password.
[emphasis added] You can look up the saved password
in your Google Chrome password manager. You won’t
have to remember it.” The italicized text intends to influ-
ence the user by giving the impression that accepting a
strong random password is an approved and acceptable
action by many other users. We modify the button labels
within the pop-up message to reinforce that adopting the
RGP is a desirable behavior.

» The Chrome prototype simulates Chrome’s nudge and in-
terface (see Figure 6). Key phrases of the Chrome popup
also exist in our Pop-up prototype: “Use strong pass-
word”, “You won’t have to remember this password”,
and “it will be saved”. Both contain key icons. The main
difference is that Chrome’s popup contains the RGP
within it. Using Caraban’s nudging classification [10],
both the Pop-up and Chrome prototypes employ facili-
tate (suggesting alternatives) and reinforce (just-in-time
prompt) nudges.

In our study, each prototype discussed above corresponds
to a condition. We most often are interested in measuring
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Password

zKM2JE-I70rgE-IWY3Fk Strong Password

Chrome will save this password in your Google Account. You won't have to
remember it.

Confirm Password

zKM2JE-I70rgE-IWY3Fk Strong Password

Figure 3: PwdField-No-Visual prototype simulates the Pwd-
Field part of Safari’s nudge interface, without the Visual ef-
fects.

how the RPG adoption rate changes for various conditions
with different nudging. We describe how each Ul element
implements different nudge types next in Section 3.3.

3.3 Nudge Types

We map each UI design element reported in Table 2 to a
set of nudge types; see Table | for our mapping. Here we
describe each of the nudge types and how each design element
of Safari employs them:

* Default nudges leverage individuals’ tendency to choose
the default pre-selected option among many other al-
ternatives. By pre-selecting a default option, decision-
makers can influence the choices of individuals without
restricting their freedom of choice [10]. The Autofill de-
sign element employs a default nudge by automatically
filling an RGP in the password field.

Enabling social comparisons refers to an individual’s
tendency to emulate other’s behavior. This tendency
compels individuals to take heed of the behavior of oth-
ers and seek social validation when they experience un-
certainty in their decision-making [12]. Our Social Pop-
up design element implements this through its message
“Join other users and be part of the secure movement by
using this strong password”, intended to evoke a sense
that other people are accepting the RGP.

L]

Deceptive Visualization refers to making information
relating to desired behaviors more prominent through
visual illusions. The goal is to make individuals to focus
on a visually-striking option, even if it is not necessarily
the best choice [21]. Safari’s Visual design element
incorporates a fading effect on the characters of the auto-
filled RGP, creating the illusion that the password is
longer than it actually is. Additionally, the Visual design
element draws attention to this effect by highlighting the
password field in yellow.

* Suggesting alternatives bring individuals’ attention to
the presence of options that may have been overlooked
[10]. Except the Visual design element, all other ele-
ments in Table 1 employ this nudge type by suggesting
the option of selecting an RGP. Chrome provides a small
box below the password field that suggests and displays a
RGP. Similarly, Autofill automatically fills the password
field with a RGP. Pop-up and Social Pop-up suggest
using an RGP in a pop-up message. Importantly, none
of these design elements force users to choose these
alternatives; they are merely presented as options.

* Just-in-time prompts seek to grab individuals’ attention
at the proper time [10]. In the case of encouraging RGP
use, the proper time is the time of password creation.
Each design element in Table 1 employs a just-in-time
nudge by presenting the RGP option immediately after
the user clicks on a password field, which is the moment
when they are about to create a password.

3.4 Study Structure and Tasks

Participants were randomly assigned to one of the condi-
tions (corresponding to the prototypes discussed in Section
3.2) and were only permitted to complete the study once. Our
study, as with Zibaei et al. [51], is structured around six tasks
in the following order:

1. Initial deceptive consent: To avoid unrealistic, biased
user behavior that may draw unrealistic attention to the
RGP nudge, we employ a deceptive consent form by
deceptively declaring that our study aims at usability
testing of an e-commerce website’s registration. The
users were asked to read and agree to this consent if they
wish to continue.

2. Account registration: Participants were asked to register
on our website, using their email address and password.
Participants had the freedom to either create their own
password or use a randomly generated password. This
is where the nudge design is encountered.

3. Demographic questionnaire: Participants were required
to answer five demographic questions, where they have
the option of “prefer not to answer” for all questions.

4. Login: Participants were asked to log in to their accounts
using their email address and password.

5. Post-study questionnaire: Participants were asked some
questions regarding their behavior toward nudges, with
an option of “prefer not to answer” for all questions.

6. Debriefing: Participants were debriefed about the actual
purpose of the study (i.e., nudging) before ending their
session, where they were asked to read carefully and
agree if they wish to submit their data.

We used the same questionnaires as Zibaei et al. [51], in-
cluding a post-study attention check question as a means of
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Password

Enter your password

Confirm Password

Re-enter your password

Chrome created a strong password for
this website.

This password will be saved to your Google Account
| 0 and will AutoFill on all your devices. Look up your saved
passwords in Google Chrome password manager. You

won't have to remember it.
Use Strong Password

Don't Use

Figure 4: The Pop-up prototype simulates only the Pop-up UI element in Safari’s nudge interface.

Password

A26h30-d9zRwm-Vj

Confirm Password

A26h30-d9zRwm-Vj

Chrome created a strong password that will
be saved and remembered for you

Join other users and be part of the secure movement
0 by using this strong password. You can look up the

saved password in your Google Chrome password

manager.You won't have to remember it.

Remain at risk Protect my account

Figure 5: The Safari-Social prototype employs a combination of all nudge types in Table 1. It automatically fills a randomly
generated password when the user clicks on the password field, grabs the user’s attention by creating the illusion of suggesting a
longer password, and suggests a randomly generated password as an alternative with additional social information in a pop-up

message.

detecting poor quality data from inattentive participants. In
order to minimize potential biases resulting from the ques-
tionnaires, we employed recommended guidelines [34].

3.5 Implementation Details

The Uls for each condition are simulated to remotely cap-
ture user interactions, while appearing to the user as the
browser’s PM. In order to achieve this, our website imple-
ments the Uls, and we don’t define the password field as
a proper password input to prevent the browser’s PM from
being invoked/interfering. The users were not aware of this
simulation until the end of the study when we revealed it
in a debriefing task. We record user interactions with the
simulated password manager while creating an account and
logging into the website. To ensure the confidentiality and
quality of our collected data, we take a few key measures: (a)
we ensure the actual built-in password manager of Chrome is
not invoked for the account creation and login process; (b) we
only collect passwords with anonymous identifiers, and we
do not collect email addresses; (c) we only collect data once
users have submitted the final debriefing form; and (d) users

were allowed to participate only once in our study. As the
participants of our study were expected to use Chrome as a
web browser, we employed the user-agent header to confirm
the correct browser was in use.

3.6 Recruitment

For our study, we recruited 862 participants via Amazon’s
Mechanical Turk platform, restricted to individuals from the
United States. The duration to complete all study tasks was
estimated to be less than 5 minutes. In accordance with
the minimum wage in the United States ($7.25 USD per
hour), participants were compensated $0.60 USD for their
participation.

3.7 Analysis Method

We conduct both quantitative and qualitative analyses of
our collected data. Our analyses aim to determine the effec-
tiveness of Safari’s nudge design and identify the key nudging
elements that contribute to its effectiveness in encouraging
RPG adoption. Specifically, we seek to determine whether
there are statistically significant differences in RPG adoption
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Password

Enter your password

On= Use strong password

oPX0CoQlaTHaPnt

You won't need to remember this password. It will be saved to Google Password

Manager for [Account Name].

Figure 6: Chrome prototype simulates Chrome’s nudge and interface (since Chrome 105, released Aug. 2022).

rates across the various condition groups, where all users in
each group are exposed to a specific prototype introduced in
Section 3.2. We use the X2 test, a statistical method for com-
paring proportions, to determine the statistical significance
of adoption rates. For two condition groups of A and B (e.g.,
Safari vs. Chrome), our null and alternative hypotheses are:

Hp The randomly generated password adoption rates are
similar for two condition groups A and B.

H, The randomly generated password adoption rates differ
between two condition groups A and B.

We also use Bonferroni multi-test correction, and we report
a result as statistically significant when it is significant after
correction.

For the qualitative analysis, we assessed participants’ com-
ments in a post-study questionnaire, including an open-ended
question that asked the participants to explain their reasons for
(not) using an RGP. These analyses allow us to gain a deeper
understanding of the participants’ rationale for or against the
adoption of randomly generated passwords. Using the codes
reported in Zibaei et al. [51], two researchers in our lab in-
dependently categorized users’ comments and their rationale.
Participants who provided multiple reasons for their password
creation behavior were given multiple codes. To ensure the
consistency of our coding process, we used Cohen’s Kappa to
measure inter-rater agreement. The Cohen’s Kappa score was
K = 0.95, demonstrating “almost perfect agreement” between
the two coders.

4 Results

Here we describe our participant demographics, discuss
the efficacy of Safari’s nudge elements and our enhancements,
and present factors and reasons behind adoption and abandon-
ment behavior.

4.1 Participant Demographics

Table 9 presents an overview of the demographics of our
participants across all conditions. A total number of 896

participants initially signed up for our study, where 34 partic-
ipants opted out before debriefing. From the remaining 862
participants, 9 respondents were removed due to being du-
plicates or failing in answering the attention question. Some
notable statistics of our study across all conditions (not re-
ported in Table 9) follow. Participants identified as 58.7%
male, 40.7% female, and 0.6% preferred not to answer. Partic-
ipants were mostly 26-35 years old. Of their education, 68.1%
had a bachelor’s degree and almost half of our participants
had a business and IT background.

4.2 Safari’s Design or its Users? (RQ1)

Zibaei et al. [51] only evaluated Safari’s nudge among Sa-
fari users. This motivates us to ask whether Safari’s nudge
design remains more effective for users of another browser?
In particular, among Chrome users, does Safari’s nudge de-
sign remain more effective than Chrome’s? We compare the
RGP adoption rates between condition groups Chrome and
Safari (67.6% vs 81.1%). Using the > test, we reject the
null hypothesis (3> = 7.95, p = 0.0038) with small effect
size (Cramer’s V = 0.16). See Table 3 for more details. This
result implies that Chrome users are more likely to adopt
a randomly generated password when exposed to Safari’s
nudges compared to Chrome’s nudges, supporting that the
effectiveness of Safari is likely due to its design.

4.3 Which Nudge Elements? (RQ2)

Which elements of Safari’s nudge contribute to its high
RGP adoption rate? To answer this question, we first attempt
to understand whether the nudges involved in PwdField are
more effective than those of Pop-up (see Figure 1). So, we
compare RGP adoption rates between condition groups Pwd-
Field and Pop-up (75.2% vs 57.9%). Using the x> test, we
reject the null hypothesis (x> = 9.33, p = 0.0022) and the
effect size is weak (Cramer’s V = 0.18). Thus, users are more
likely to use a randomly generated password when they are
exposed to PwdField (which employs default, deceptive vi-
sualization, suggesting alternative, and just-in-time prompt
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Table 3: y? test results indicate that Safari’s nudge is significantly more effective than Chrome’s even for Chrome users, and
PwdField is significantly more effective than Pop-up. PwdField-No-Visual and PwdField are statistically comparable in their
nudging ability. The Safari-Social nudge offered no significant improvements over Safari’s nudge. *Significance level a = 0.005.

Research Question  Test Description df N x> p 14
RQ1 Chrome vs. Safari 1 282 795 0.0038* 0.16
RQ2 PwdField vs. Pop-up 1 279 9.33 0.0022* 0.18
PwdField vs. Safari 1 296 2.386 0.122 N/A
Safari vs. Pop-up 1 269 19.657 <0.00001* 0.27
Chrome vs. PwdField-No-Visual 1 281 9.077 0.002* 0.17
Chrome vs. Pop-up 1 265 266 0.102 N/A
PwdField vs. PwdField-No-Visual 1 295  2.79 0.09 N/A
RQ3 Safari-Social vs. Safari 1 293 0.58 0.80 N/A

Table 4: RGP adoption rate across prototypes
PwdField-No-Visual Safari Safari-Social PwdField Chrome Pop-up
RGP adoption rate 83.1% 81.1% 80.0% 752% 67.7% 57.9%

nudges) compared to Pop-up (which employs only suggesting
alternative and just-in-time prompt nudges).

One might wonder if the deceptive visualization nudge
in visual effect (i.e., Highlight and Fade) increases the RGP
adoption rates for PwdField. To test this, we compare the RGP
adoption rates between condition groups of PwdField and
PwdField-No-Visual (75.9% vs 83.1%), which don’t exhibit a
statistically significant difference (> = 2.79, p = 0.09). Thus,
the Visual element doesn’t appear to improve RGP adoption
rates over just the Autofill element alone (one can even note
the higher adoption rate of 83.1% for PwdField-No-Visual).
Table 3 highlights interesting findings obtained through pair-
wise comparisons between conditions. Taken together, these
results indicate that Autofill is the most important element
of Safari’s nudge. Autofill is the only part of the interface
that implements a default nudge. It provides evidence that
using a simple default is the most effective type of nudge
for encouraging RGP adoption. However, other UI elements
might have other advantages as discussed in Section 5.

4.4 Can a Social Nudge Improve? (RQ3)

Can we further extend Safari’s RGP adoption rate by incor-
porating a social influence nudge? We compare RGP adop-
tion rates between condition groups Safari and Safari-Social
(81.1% vs 80.0%). The null hypothesis holds true (x> = 0.58,
p = 0.8). Thus, users exhibit a similar likelihood of selecting
RGPs when they are exposed to Safari and Safari-Social. We
conclude that our prototype, which was a nudge to enable so-
cial comparisons, could not enhance the Safari nudge’s ability
to encourage more users to adopt RGPs.

4.5 Contributing External Factors

Do the external factors identified in other studies [51] (i.e.,
nudge noticeability and previous experience using RGPs) im-
pact RGP adoption rates in our study? We compare RGP
adoption rates of the users who self-identify as having previ-
ously used RGPs and who had not (78.8% vs. 20.0%). We
reject the null hypothesis (x> = 37.44, p < 0.0001) with small
effect size (Cramer’s V = 0.20). This suggests that prior ex-
perience with randomly generated passwords influences their
adoption and usage.

We also compare RGP adoption rates of the users who
answered yes to the same post-study question as other work
[51]: “Did you notice the recommendation to use a random
password while registering on our website?”” and those who
reported had not (63.7% vs. 2.87%). We reject the null
hypothesis (x> = 26.97, p < 0.0001), with small effect size
(Cramer’s V = 0.17). This suggests that participants who
noticed the nudge were more likely to adopt a RGP compared
to the participants who did not notice the nudge. We examine
the issue of noticeability in more detail, for each prototype,
in Section 5.

4.6 RGP Adoption Reasons and Barriers

Why do people adopt or reject RGPs? To gain insight, we
administered a post-study questionnaire to ask why they either
selected or rejected the RGP by asking “Can you describe
the reason why you used/did not use the random password
generator?”. The results (see Tables 5 and 6) revealed that
the main reason for adopting an RGP is the security it offers
(35.76% of total participants). Convenience is the second
most common adoption reason (13.72% of total participants).
Interestingly, security concerns are the primary barrier to

218 Nineteenth Symposium on Usable Privacy and Security

USENIX Association



RGP adoption (8.91% of total participants). Most security
concerns refer to password manager’s potential vulnerabilities
related to password vault breaches, and privacy and safety
issues. The second most common rejection reason is the issue
of memorability. Participants preferred selecting memorable
passwords to ease their use across multiple devices. However,
this perception of being unable to use password managers
across multiple devices may stem from a lack of knowledge
regarding the functionality of password managers. It may also
be due to not using the same browser across multiple devices,
or simply not trusting them to sync.

5 Discussion

We discuss the interpretations of our findings, some more
exploratory findings, as well as other considerations of inter-
est. In particular, we examine the interplay between RGP
adoption and users noticing the nudge in Section 5.2. We
discuss the ethics of default nudges and value of other nudge
types in Section 5.3. We end this section with a discussion of
limitations in Section 5.4.

5.1 The Power of Simple Default Nudges

By dissecting Safari’s nudge and examining its element’s
efficacy in nudging, we find that Autofill is the most powerful
at encouraging RGP use. Autofill is implementing a simple
default nudge by automatically filling in a suggested RGP for
the user. This simple default creates some friction for users
who wish to choose their own password, since they need to
either navigate to the “Don’t Use” button or manually delete
the RGP. It also prominently reinforces that keeping the RGP
is the recommended action.

A closer examination of the rates of RGP adoption across
all conditions also shows that the prototypes incorporating the
default nudge (Safari, Safari-Social, PwdField, and PwdField-
No-Visual) have RGP adoption rates that are 75-83%, whereas
the prototypes that do not use a default nudge (Chrome and
Pop-up) have RGP adoption rates between 58-68%. Grouping
all data from conditions that incorporate a default nudge vs.
those conditions that do not incorporate default nudges, we
find the presence of a default nudge is more effective at encour-
aging RGP adoption (3> = 28.27, p < 0.0001*, V = 0.18).

Our work supports that default nudges are quite powerful
at encouraging RGP use. Our findings are in line with reviews
that found default nudges are one of the most effective types
of nudge across different domains and applications [17]. We
believe this is good news for deployment of security nudges
in general, as default nudges are easy to implement, and have
less parameters to adjust in the design that can lead to its
success or failure. Even something as simple as a pop-up that
intends to suggest alternatives can fail due to subtle choices
in words, colors, positioning, etc. Visualizations can be even
more challenging to design. However, such elements may

improve default nudge designs from an ethical perspective
(see Section 5.3 for further discussion).

5.2 Is Noticing the Nudge Important?

We explore whether noticeability (i.e., how noticeable a
nudge is) might be a cause of some prototypes being more
effective than others. For each prototype, Table 7 shows the
relationship between noticing the nudge and RGP adoption.
While we found in Section 4.5 that participants (across all
conditions) who noticed the nudge were more likely to adopt
an RGP, a closer inspection using Pearson correlation reveals
that RGP adoption is only positively correlated with noticing
the nudge in the Chrome and Safari prototypes. All other
conditions had no noticeable correlation and in one prototype
(PwdField), negative correlation. The positive correlation
only being in the Chrome and Safari groups implies that
familiarity with the interface can lead to higher trust and sub-
sequent RGP adoption. A closer examination of the other
prototype nudges (which are all novel to Chrome users, since
they are neither exactly the Chrome or Safari nudge) reveals
some interesting insights. In particular, Pop-up was compara-
bly noticeable to the other conditions, yet had a significantly
lower rate of adoption; it was the only novel prototype not
involving a default nudge. Another interesting comparison
point is PwdField vs. PwdField-No-Visual. When the visual
element was missing, more participants chose to adopt the
RGP (both in the group that noticed the RGP and who did not
notice the RGP). One possible reason is the interface drawing
less attention to itself and therefore caused fewer participants
to hesitate and seriously weigh their options. We discuss this
issue further in Section 5.3.

We analyzed user’s comments to gain a deeper understand-
ing of why some individuals chose to reject the RGP even
after noticing the nudge. The most common barrier among
participants who acknowledged the nudge but rejected the
RGP was security concerns (22.75% of the participants). The
second most commonly mentioned barrier was the difficulty
of memorizing the RGP (17.96% of participants). These
reasons (and their percentages) are comparable to all users
who rejected the RGP, regardless of whether they noticed
the nudge, so it appears that noticing the nudge is simply
not enough to change some users’ beliefs about the security
offered by RGPs and usability of password managers.

5.3 Ethics of Default Nudges

We were surprised to observe that PwdField-No-Visual
was more effective than PwdField—we had expected that the
Visual element of PwdField would make the prototype more
visually striking, leading to higher rates of RGP adoption.
One possible explanation is that by the interface drawing
less attention to itself, fewer participants took enough notice
to seriously consider the implications of adopting the RGP.
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Table 5: Reasons for Adopting the RGP

13.7% "It was easier than coming up with my own password."

"l always use a random password generator."

Code N % Sample of Comments

Security 305 35.7% "I used it because it gave me a strong password"
Convenience 117

Noise 100 11.7% "Z9tOhlES*GOX"

User preference 49  5.7%

Incongruous 48  5.6% "I'd rather make my own"

Remember password feature 38  4.4%
Didn’t care about the website 11 1.3%

"l always do them when I can and save it to my computer/Google for ease of login"
"I thought I should because I am doing a HIT."

Unsure 8 0.9% "I don’t know how to use it and have never really heard of it until now."

Strict password policy 3 03% "Use random password generator because we can’t match the requirement.”
Table 6: Reasons for Rejecting the RGP

Code N %o Sample of comments

Security concern 45 58% "The random password generator wasn't running locally on the CPU; so it was insecure."”

Memorability issue 43 5.0% "I would rather use a password that I can memorize.

Noise 39 47% "None"

Incongruous 35  4.1%  "Using the random password is very difficult to hack”

Trust issue 30 3.5% "ldid not trust it"

User preference 26 3.0% "I can create my own password"

Didn’t care about the website 8  0.9%  "Not sure if [ will keep this account.”

Didn’t notice the nudge 6  0.7% "l did not see that option”

The desire to reuse password 4 0.4% "I like to use similar passwords for each website."

Lack of knowledge 2 02% "l'was unaware of it."

This, combined with the observed higher efficacy rates of the
default nudges, raises the question of whether default nudges
have ethical considerations? What if the user doesn’t stop to
consider the implications of accepting the default? If the user
fails to notice that a default has been set, which they have
a choice to accept or reject, then has something unethical
occurred (even if it is the “best choice™)?

From Table 7, we notice that for most conditions, the per-
cent of users who didn’t notice the nudge and rejected the
RGP is higher than the percentage of users who noticed the
nudge and rejected the RGP. For the PwdField and PwdField-
No-Visual groups, this effect is reversed with most of the
users who didn’t notice the nudge accepting the RGP. These
are the two groups that employ default nudges but not pop-up
messages. This observation raises the question of whether
pop-up messages draw a user’s attention that they need to
make a decision. Given these observations, Pop-up and Vi-
sual elements, while not more effective at encouraging RGP
adoption, have advantages from an ethical perspective. We
believe further research on nudging should also consider addi-
tional metrics of success. For example, in the context of RGP
nudges, perhaps to consider the user’s understanding of the
decision they made and its implications.

5.4 Limitations

We caution readers against interpreting our raw percentages
as rates of RGP adoption in other non-experimental settings.
This is due to the prevalence of low-quality data from the
Amazon MTurk platform [23]. However, the comparisons
between the different conditions we test should have validity,
as the amount of low-quality data (or noise) should be similar
between each of the conditions we test. To reduce the impact
of poor data quality, we add a question that aims to catch
inattentive participants, which we have excluded from our
analysis.

For all non-Chrome conditions (e.g., Safari, PwdField, etc.),
Chrome users might have noticed the interface was different
than usual. One might ask whether this could explain Sa-
fari’s higher RGP adoption rate, since this novelty might have
brought additional salience to the nudge. To this end, we ex-
amine the relationship between noticing the nudge and RGP
adoption in Section 5.2. Our findings in that section indicate
that Chrome and Safari conditions have similar noticeability
()(2 =3.59, p =0.057) and some Chrome users (20.1%) re-
jected the RGP despite noticing the nudge. Thus, appears
that Safari’s higher success rate is not because of being more
noticeable, but in nudging users towards accepting the RGP
after gaining their attention. To further reflect on whether
novelty could explain our result, we discuss the success rates
of our other prototypes that should be novel to Chrome users.
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Table 7: For each prototype, the relationship between noticing the nudge (Noticed Y/N) and adopting the RGP (Y/N). Percentages

are shown as well as Pearson correlation values (7).

Chrome Safari PwdField PwdField-No-Visual Pop-up Safari-Social
RGP Y N Y N Y N Y N Y N Y N
g I 63.76% 20.1% 77.6% 13.28% 65.35% 22.78% 77.46% 12.67%  52.38% 34.12% 76.66% 16.66%
E N 287% 10.79% 4.19% 4.19% 9.80% 1.96% 5.63% 2.81% 555% 7.14% 333% 2.66%
Cor. r 04 0.24 -0.69 0.14 0.11 0.16

Table 8: For each prototype, the percent of users who reported: accepting the RGP due to beliefs it was secure (Security), and

rejecting the RGP due to trust or security concerns (Mistrust).

Chrome Safari PwdField PwdField-No-Visual Pop-up Safari-Social

RGP Y N Y N Y Y N Y N Y N

Security 48.95% N/A  46.61% N/A  42.06% N/A 44.27% N/A 54.66% N/A  3750% N/A
Mistrust N/A  32.60% N/A  13.63% N/A 12.5% N/A 25.00% N/A  13.20% N/A  44.00%

We observe that the Pop-up prototype, despite being a novel
interface, did not result in higher RGP adoption than Chrome
(in fact it was nearly 10% lower).

One might wonder if novelty has introduced a lack of trust
in the interface. However, the number of participants who
cited trust or security concerns as reasons for rejecting the
RGP are overall quite low (see Table 8). Notably, the percent-
age of participants who cited mistrust was higher in Chrome
than in the other conditions (except Safari-Social), indicating
that this issue was not prevalent among non-Chrome pro-
totypes/conditions. Despite these observations, it remains
possible that novelty may have somewhat increased Safari’s
nudge success. However, our comparisons between the ele-
ments of Safari’s nudge interface should be equally impacted
by novelty.

We implemented a particular social nudge design in our
study, which shows no significant effect toward further im-
proving Safari’s nudge design (in terms of RGP adoption).
Our result does not suggest the inefficiency of social nudges
in general, but rather indicates that our specific design did not
produce the desired effect.

Our study is limited to the evaluation of password nudges
solely within the context of web browsers; it is possible that
results may differ between desktop and mobile devices. It is
also worth noting that the wording of the messaging in Safari
and Chrome’s UI has changed since our study was conducted.

Our study is conducted with a limited diversity of partici-
pants on the Amazon MTurk platform, where all of our partic-
ipants were from the United States and are fluent in English,
which may have resulted in a language or cultural bias. While
it is shown that MTurk workers are more tech-savvy and
younger, previous research implies that online privacy and
security behavior studies can still estimate the general popu-

lation’s behavior [35]. However, MTurk users may encounter
more account creation scenarios than the general population,
leading to a higher rate of RGP adoption.

We collect data on users’ behavior when signing up once
to test the usability of the registration page. However, users’
behavior might differ when the user signs up with the inten-
tion of long-term use. Further study is needed to determine
whether planned long-term use might reduce RGP adoption
rates.

Some users may have used other methods to generate ran-
dom passwords; as such, we record entered passwords. Our
analysis reveals that 8.1% of users demonstrated such behav-
ior, with the following breakdown: Safari (2.8%), Chrome
(10.8%), Pop-up (7.9%), PwdField (9.2%), PwdField-No-
Visual (8.5%), and Safari-Social (9.3%).

6 Conclusion

Our work provides clarity on a number of issues brought
up in other research on password manager RGP nudges. In
particular, we offer evidence that Safari’s password manager
nudge is more effective at encouraging RGP adoption than
Chrome’s. Additionally, we find which nudge types are most
effective at encouraging RGP use—it turns out that simple
default nudges are the most powerful. While the other nudges
we studied were less effective at encouraging RGP use, they
may still serve an ethical purpose in increasing awareness to
users regarding their decision.

Future work includes addressing the “missed opportunity”
observed in many of the nudge prototypes we studied, where
the nudge was noticed but unfortunately failed to capitalize
on the user’s attention. Future attempts at improving these
nudge designs should focus on addressing the main barriers
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we identified: concerns about security/trust and the possibility
of needing to remember the RGP. Educating users about
how password managers work might help. Future work also
includes developing approaches to personalize these security
nudges to improve their efficacy.
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Appendix A Demographic Information

Table 9: Demographic information across all conditions.

Condition
Chrome Safari PwdField PwdField- Pop-up Safari-
No-Visual Social
n=139 n=143 n=153 n=142 n=126 n=150
Female 28.1% 40.6% 45.1% 46.5% 38.1% 44.9%
Gender Male 71.2% 58.7% 54.2% 53.5% 61.1% 54.4%
N/A 0.7% 0.7% 0.7% 0.0% 0.8% 0.7%
18-25 19.4% 15.4% 20.9% 24.6% 24.7% 18.8%
26-35 63.3% 49.6% 45.1% 42.3% 46.8% 34.1%
Age 36-50 14.4% 23.8% 22.8% 26.8% 21.4% 31.9%
50+ 2.2% 10.5% 10.5% 6.3% 7.1% 14.5%
N/A 0.7% 0.7% 0.7% 0.0% 0.0% 0.7%
High school 5.1% 9.1% 11.8% 4.2% 8.7% 10.9%
Bachelor’s 71.9% 67.8% 64.1% 75.4% 61.1% 70.3%
Education Master’s 19.4% 21.0% 22.1% 19.7% 30.2% 17.4%
PhD/higher 2.2% 1.4% 1.3% 0.0% 0.0% 0.7%
N/A 1.4% 0.7% 0.7% 0.7% 0.0% 0.7%
Social Sci.& Humanities 8.7% 4.2% 5.2% 8.5% 5.6% 10.2%
Science 2.2% 5.6% 1.3% 0.7% 4.0% 5.3%
Health Science 8.0% 16.1% 19.0% 12.0% 17.5% 12.4%
Engineering & Applied Sci.  12.3% 7.0% 9.8% 7.7% 7.1% 4.3%
Study/Work  Energy & Nuclear Sci. 1.4% 1.4% 2.0% 1.4% 1.6% 2.2%
Education 9.4% 10.4% 6.5% 6.3% 7.8% 9.4%
Business & IT 53.8% 49.7% 49.0% 57.0% 50.0% 47.8%
Other 2.8% 3.5% 6.5% 6.4% 5.6% 7.0%
N/A 1.4% 2.1% 0.7% 0.0% 0.8% 1.4%
English 100.0% 97.2% 99.3% 100% 98.4% 97.1%
Language Other 0.0% 2.1% 0.0% 0.0% 1.6% 2.2%
N/A 0.0% 0.7% 0.7% 0.0% 0.0% 0.7%
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